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Executive Summary

Server Administrator is a system management tool that allows for the management of an individual server.  It includes a plethora of security features including:

· Data encryption

· Operating System (OS) integrated authentication

· Secure web server

· Configurable security policies

This paper explores these security features and how they were designed for easy integration into existing server and network configurations.

Introduction

Dell’s OpenManage Server Administrator allows for the management and monitoring of an individual Dell server.  It has a web browser interface, so users can perform a variety of actions locally or remotely.  These actions include:

· The ability to perform configuration changes

· Diagnostics while the server is up and running

· Status reporting on the various components in the server

Server Administrator has been described in detail in other papers (see http://www.dell.com/us/en/biz/topics/vectors_2001-serveradministrator.htm and http://www.dell.com/downloads/global/topics/openmanage/omsa_paper.doc ). 

This paper drills down into the security model from several perspectives, and is intended for new users who want to understand Server Administrator security, or for those users who are installing Server Administrator and want to integrate it into their existing security infrastructure.

Since Server Administrator allows remote viewing and modification of system configuration, it raises security questions. For example, “can hackers use Server Administrator from a remote browser session to modify your system configuration without your knowledge?”  

This paper explains in detail the robust security features that are designed into Server Administrator. And since these security features aren’t useful unless they can be integrated into an existing infrastructure, this paper also describes this integration.

The paper is organized as follows: 

1. The authentication (login) model and its association with operating system (OS) authentication methods.
The authentication model is designed for direct, simple integration into existing authentication models. 


2. The command line interface (CLI) and the audit log.
Since Server Administrator provides a CLI, it is possible to write scripts that can be performed securely against target servers.  


3. Methods used to protect data flow, specifically SSL (encryption), TLS, and digital certificates. 


4. Security associated with the web server that is bundled with the product.  The web server has a small disk and memory footprint, and was designed to work on production machines that may already have IIS or Apache installed.  


5. Security policies associated with Server Administrator.

This paper describes the security associated with Server Administrator.  Dell’s intent is to provide a set of robust, usable management tools, and, as with any software tool that gets daily use, security is an important component.  Throughout this paper are examples of how Server Administrator’s security features work in existing server and network configurations.
Authentication Model

This section answers the following questions:

· What happens when a user logs in?

· How is Server Administrator integrated with the OS(s) and enterprise infrastructure?

· What are the different user levels, and who can access what features?

Server Administrator is integrated with OS-based security and provides several levels of access into the product’s functions.  The authentication model is designed to provide both product flexibility and integration hooks into an IT infrastructure.  It provides three levels of access to Server Administrator, and these are tied to OS or NT Domain credentials.  The authentication model is integrated to both the login process and Roles Based Access.

Roles Based Access Control (RBAC)

Server Administrator is designed to allow three levels of users and access.  The three levels of access are called “Roles Based Access” because each level of user has different roles associated with it. For example, one of the features of Server Administrator allows a server to be rebooted remotely from a Server Administrator session in a web browser.  As this is a fairly powerful function, administrators may not want a typical user to have this ability. Therefore this function is restricted to users who have the highest level of access (administrative role) to the server from Server Administrator.  Those users without this highest level of access are restricted from using this function based on the capabilities assigned to their user-based role.

The user access level is determined during login, when users must type their ID and Password (credentials).  The credentials are compared to one of the following:

· Credentials on the local OS of the target server

· Credentials in a domain-based authentication scheme


This authentication model is represented in Figure 1.
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Figure 1: Authentication of Credentials in Server Administrator
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