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This chapter includes the following topics:

About status reporting in WSC

How status reporting has changed between MR1 and MR2
Configuring WSC alerts

Configuring WSC out-of-date time

About uninstallation and restoration

About status reporting in WSC

This document describes changes in the way that the following products
interact with Windows Security Center (WSC) running on Windows® XP Service
Pack 2:

Symantec AntiVirus™ Corporate Edition (9.0 MR2)
Symantec AntiVirus Business Pack (9.0 MR2)
Symantec™ Client Security (2.0 MR2)

Symantec Client Security Business Pack (2.0 MR2)

Hereafter, these products are referred to collectively as Symantec products.

In a previous release (MR1), Symantec products reported all statuses to WSC as
ON (green), meaning that users are protected with no action required, regardless
of the actual state of Symantec AntiVirus or Symantec™ Client Firewall.
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The current release (MR2) includes the following changes:

m  Symantec products now report accurate antivirus and firewall statuses to
WSC.

m  Administrators have the option to configure whether WSC displays
antivirus and firewall alerts for Symantec products on the host computer.

m  Administrators have the option to configure the out-of-date time for
antivirus updates.

Administrators also control whether WSC is enabled or disabled; this option was
included as part of the previous release. WSC is enabled by default. Symantec
product status is always available in the Symantec System Center™, regardless
of whether WSC is enabled or disabled.

Figure 1-1 WSC status reporting example
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How status reporting has changed between MR1

and MR2

Status reporting in WSC for the previous release as well as the current release is
described here to show how the reporting has changed.

Table 1-1 shows status reporting in WSC for the previous release.
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Table 1-1 WSC status reporting in MR1
Symantec product condition Status
Any antivirus condition ON (green)
Any firewall condition ON (green)

Table 1-2 shows virus protection status reporting in WSC for the current
release.

Table 1-2 WSC virus protection status reporting in MR2
Symantec product condition Virus protection status
Antivirus is not installed NOT FOUND (red)
Antivirus is installed with full protection ON (green)

Antivirus is installed and virus definitions are OUT OF DATE (red)
out-of-date

Antivirus is installed and AutoProtect is not OFF (red)
enabled

Antivirus is installed, AutoProtect is not OFF (red)
enabled, and virus definitions are out-of-date

Antivirus is installed and Rtvscan is turned OFF (red)
off manually

Table 1-3 shows firewall status reporting in WSC for the current release.

Table 1-3 WSC firewall status reporting in MR2
Symantec product condition Firewall status
Firewall is not installed NOT FOUND (red)
Firewall is installed and enabled ON (green)

Firewall is installed but not enabled OFF (red)
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Table 1-3 WSC firewall status reporting in MR2

Symantec product condition Firewall status

Symantec product is not installed or enabled, ON (green)
but third-party firewall is installed and
enabled

Note: In Symantec Client Security 2.0, Windows Firewall is disabled by default.

If there is more than one firewall enabled, WSC reports that multiple firewalls
are installed and enabled.

Configuring WSC alerts

A new (clean) installation of the current release of Symantec products on a host
computer by default disables WSC antivirus and firewall alerts. The alerts may
be enabled during Symantec product installation or at any time after
installation. Symantec products continue to report status to WSC regardless of
whether alerting is enabled or disabled.

Typically alerts should remain disabled, especially on managed clients, to avoid
unnecessary notifications on the system tray.

Note: The following Microsoft registry keys are modified when Symantec
products are installed: HKEY_LOCAL_MACHINE\Software\Microsoft

\Security Center\AntiVirusDisableNotify and HKEY_LOCAL_MACHINE
\Software\Microsoft\Security Center\FirewallDisableNotify. Symantec products
modify these registry keys to correspond to Symantec settings whenever the
system is rebooted, a new grc.dat file is applied, or the settings are modified in
the Symantec System Center or the Symantec Client Firewall Administrator.
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Configuring WSC alerts during installation

WSC alerts may be configured during the installation of Symantec products; the
way that they are configured depends on the product version that you are
installing. Each method uses new properties for enabling or disabling WSC
alerts.

For a new installation, you need to specify only the properties that you want to
change. If you are upgrading from Symantec AntiVirus 9.0 or Symantec Client
Security 2.0 to the current release, the installation will use the default WSC-
related property settings from the current release unless you explicitly specify a
different setting.

See the Support Documents tab on the Windows XP Service Pack 2 (SP2)
Information Center page of the Enterprise Support Knowledge Base for upgrade
information:
http://www.symantec.com/techsupp/enterprise/sp2/support_doc.html

Table 1-4 lists the default settings and behavior for new properties for WSC
alerts.

Table 1-4 Properties for WSC alerts
Property Behavior Settings and defaults
WSCAVALERT=x Configures antivirus alerts | x=2 (no action)
for WSC x=1 (disable)
x=0 (enable)
Default=1
WSCFWALERT=x Configures firewall alerts x=2 (no action)
for WSC x=1 (disable)
x=0 (enable)
Default=1

Note: If you modify the WSCAVALERT property, the AntiVirusDisableNotify
Microsoft registry key is automatically modified accordingly. If you modify the
WSCFWALERT property, the FirewallDisableNotify Microsoft registry key is
automatically modified accordingly.

7
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Configuring WSC alerts during installation of Symantec
AntiVirus 9.0 or Symantec Client Security 2.0

If you are installing Symantec AntiVirus 9.0 or Symantec Client Security 2.0
(which includes Symantec AntiVirus 9.0 and Symantec Client Firewall 7.1), you
can configure alerts during installation by using new properties in the Windows
installer. You can configure the WSCAVALERT property for both Symantec
AntiVirus and Symantec Client Security products; you can configure the
WSCFWALERT for Symantec Client Security products.

In the following example, antivirus alerts are enabled during the installation of
Symantec AntiVirus 9.0:

msiexec /i “Symantec AntiVirus.msi” WSCAVALERT=0

In the following example, both antivirus and firewall alerts are enabled during
the installation of Symantec Client Security 2.0:

msiexec /1 “Symantec Client Security.msi” WSCAVALERT=0 WSCFWALERT=0

Note: If you are upgrading from Symantec AntiVirus 9.0 or Symantec Client
Security 2.0 to the current release, all WSC-related properties should be
included on the command line; otherwise, the default settings will be used.

See the Support Documents tab on the Windows XP Service Pack 2 (SP2)
Information Center page of the Enterprise Support Knowledge Base for upgrade
information:
http://www.symantec.com/techsupp/enterprise/sp2/support_doc.html

For more information about the Windows installer commands used with
Symantec products, see the following guides:

m  Symantec AntiVirus Installation Guide
m  Symantec AntiVirus Business Pack Installation Guide
m  Symantec Client Security Installation Guide

m  Symantec Client Security Business Pack Installation Guide
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Configuring WSC alerts during installation of Symantec
AntiVirus 8.0.1/8.1.1 or Symantec Client Security 1.0/1.1

If you are installing Symantec AntiVirus 8.0, Symantec Client Security 1.0
(which includes Symantec AntiVirus 8.0.1 and Symantec Client Firewall 5.0.1),
Symantec AntiVirus 8.1.1, or Symantec Client Security 1.1 (which includes
Symantec AntiVirus 8.1.1 and Symantec Client Firewall 5.1.1), you can configure
alerts during installation in Symantec Packager. The WSCAVALERT and
WSCFWALERT properties are specified in the setup.wis file, and then rebuilt in
Symantec Packager.

See the following documents on your Symantec product CD about using
Symantec Packager:

m  Symantec Client Security Installation Guide, Chapter 8
(\DOCs\scsinst.pdf or \Docs\scsinst.pdf)

m  Symantec AntiVirus Corporate Edition Installation Guide, Chapter 8
(\DOCs\savce80i.pdf or \Docs\savce81i.pdf)

To configure alerts during installation
1  Start Symantec Packager.

2 Import the appropriate product module (.PMI file) from the
Packager\Products directory on your Symantec product CD. The PMI files
are as follows:

m  Symantec AntiVirus Corporate Edition Client.PMI
m Symantec AntiVirus Corporate Edition Server.PMI

m  Symantec Client Firewall. PMI
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On the same computer, use any standard text editor to open the
corresponding .wis file for each product for which you want to configure the
alert setting.

Note that the wis file is a hidden file. The wis files are in the following
locations:

Symantec AntiVirus \Documents and Settings\<user_name>

Corporate Edition \Application Data\Symantec\Packager\Products

Client \{OEFC6259-3AD8-4CD2-BC57D4937AF5CCOE}.
<product_version>\Files\BinaryTable\CD_Install_Files
\Setup.wis

where <user_name> is the currently logged in user and
<product_version> is the version number of the product that
you are installing (for example, 8.1.1.349).

Symantec AntiVirus \Documents and Settings\<user_name>

Corporate Edition \Application Data\Symantec\Packager\Products

Server \{7D2B86CA-2D5D-469E-92EDE56B62BD1D3C}.
<product_version>\Files\BinaryTable\CD_Install_Files
\Setup.wis

where <user_name> is the currently logged in user and
<product_version> is the version number of the product that
you are installing (for example, 8.1.1.349).

Symantec Client \Documents and Settings\<user_name>

Firewall \Application Data\Symantec\Packager\Products
\{A6F7E997-2236-4145-A028-438F2484241A}.
<product_version>\Files\setup.wis

where <user_name> is the currently logged in user and
<product_version> is the version number of the product that
you are installing (for example, 8.1.1.349).
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Under the WindowsSecurityCenter section of the file, depending on which
product file that you are modifying, modify the WSCAVALERT or
WSCFWALERT property. In the following example, the WSCFWALERT
property in the Symantec Client Firewall setup.wis file has been modified to
enable alerts:

[WindowsSecurityCenter]

; Configures the Windows Security Center Firewall Alert
FirewallDisableNotify setting.

; 0 - Enables alerts sent from Symantec Client Firewall through
Windows Security Center

; 1 - (Default) Disables alerts sent through Windows Security
Center for Symantec Client Firewall

; 2 - No Action is taken to either disable or enable the alert
setting.

WSCFWALERT=0

Save the file.

Rebuild the product package using Symantec Packager, which creates an .exe
file in the following directory:

Documents and Settings\<user_name>\My
Documents\Packager\Deployment

where <user_name> is the currently logged in user.

Install the .exe file.

Configuring WSC alerts after installation

You can configure WSC antivirus alerts after installation in the Symantec
System Center; you can configure WSC firewall alerts after installation in the
Symantec Client Firewall Administrator.

To configure WSC antivirus alerts in the Symantec System Center

1

In the Symantec System Center console, in the left pane, expand Symantec
System Center > System Hierarchy.

In the left pane, right-click the server group (the server group must be
unlocked), and then click All Tasks > Symantec Antivirus > Client
Administrator Only Options.
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3

If the prompt for Symantec AntiVirus Management Snap-In appears, click
Yes.

Client Administrator Only Options E]

General 1 Security ]

@ Select the options you want for connected clients.

Display
I~ Ehow Symantes Anivis icon on desktop: . [ 225pm
Ations-

™ Display message when definitions are outdated
= B

Power Options

W Snooze scheduled scans when running on batteries

Wwindows Security Center

DCrefinition of Antiving up-to-date: 30 I days
“windows Security Center Antivinug dleits: Mo action -

Disable Windaws Security Center. Mever -

Ok Cancel I Help I

In the Client Administrator Only Options dialog box, under Windows
Security Center, in the Windows Security Center Antivirus Alerts drop-down
list, select one of the following:

Disable WSC does not display antivirus alerts on the system tray.
Enable WSC displays antivirus alerts on the system tray.

No action WSC uses the existing setting for displaying antivirus alerts.
Click OK.

Repeat steps 2 through 5 to configure alerts for additional server groups.

Restart the clients in each server group so that the changes take effect.
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To configure WSC firewall alerts in Symantec Client Firewall Administrator

1 In Symantec Client Firewall Administrator, click File > Open, and then click
the policy file for which you want to configure an alert setting.

2 On the Client Settings tab, under Global, next to Windows Security Center
Firewall Alert, select the option.

B, Symantec Client Firewall Administrator

File Help
Rules | pRules | Zones || Locations | IDS  Client Settings | Web Content | Profiling |

Setting | Value |
Access Level =
User Type Adrmin j
Glohal
Symantec Client Firewall protection Enahle
Symantec Secure Port protection _D\sable
lgnore pRule DigestYalues _ND
Disable Windows Firewall Keep Existing Selection: Do Mot Change
Suppress Windows Firewall disabled message Keep Existing Selection: Do Mot Change
Windows Security Center Firewall Alert Keep Existing Selection: Do Mat Change e
o Mo action =
Mo action: Do nathing E_"_S_E[P‘_? |
Disahle: Windows Security Center will not display alerts [Enable
Enahble: Windows Security Center will display security aldkeep Existing Selection: Do Mot Change

3 Inthe drop-down list that appears, select one of the following:

No action WSC alerts are not affected by this policy.

Disable WSC does not display security alerts on the system tray.
Enable WSC displays security alerts on the system tray.

Keep Existing WSC uses the existing setting for displaying firewall alerts.
Selection: Do Not

Change

To save the settings, click File > Save.
In the File Save Data Selection dialog box, click OK.

Use the Symantec System Center to update clients with the modified policy.

N o o &

Restart the clients so that the changes take effect.
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Configuring WSC out-of-date time

By default, WSC considers Symantec AntiVirus definitions to be out of date after
30 days. You can change the number of days during installation in the Windows
installer or after installation in the Symantec System Center.

Symantec AntiVirus checks every 15 minutes to compare the out-of-date time,
the date of the antivirus definitions, and the current date. Typically, no out-of-
date status is reported to WSC because antivirus definitions are usually updated
automatically. In the case of a manual update, depending on the out-of-date
time configured, administrators may have to wait up to 15 minutes to view an
accurate status in WSC.

Configuring out-of-date time during installation

You can configure the out-of-date time during the installation of Symantec
products; the way that you configure them depends on the product version that
you are installing. Each method uses a new property for specifying the out-of-

date time.
Table 1-5 New property for WSC out-of-date time
Property Behavior Settings and defaults
WSCAVUPTODATE=x Configures WSC out-of-date | x=1—90 (days)
time for antivirus Default=30
definitions

Configuring out-of-date time during installation of Symantec
AntiVirus 9.0 or Symantec Client Security 2.0
If you are installing Symantec AntiVirus 9.0, you can configure the out-of-date

time during installation using the WSCAVUPTODATE property for the Windows
installer.

In the following example, the out-of-date time is configured to be 60 days during
installation of Symantec AntiVirus 9.0:

msiexec /1 “Symantec AntiVirus.msi” WSCAVUPTODATE=60
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Note: If you are upgrading from Symantec AntiVirus 9.0 or Symantec Client
Security 2.0 to the current release, all WSC-related properties should be
included on the command line; otherwise, the default settings will be used.

See the Support Documents tab on the Windows XP Service Pack 2 (SP2)
Information Center page of the Enterprise Support Knowledge Base for upgrade
information:
http://www.symantec.com/techsupp/enterprise/sp2/support_doc.html

Configuring out-of-date time during installation of Symantec
AntiVirus 8.0.1/8.1.1 or Symantec Client Security 1.0/1.1

If you are installing Symantec AntiVirus 8.1.1 or Symantec AntiVirus 8.0.1, you
can configure the out-of-date time during installation in Symantec Packager.

See the following documents on your Symantec product CD about using
Symantec Packager:

m  Symantec Client Security Installation Guide, Chapter 8
(\DOCS\scsinst.pdf or \Docs\scsinst.pdf)

m  Symantec AntiVirus Corporate Edition Installation Guide, Chapter 8
(\DOCS\savce80i.pdf or \Docs\savce81i.pdf)

To configure the out-of-date time during installation
1 Start Symantec Packager.

2 Import the appropriate product module (.PMI file) from the
\Packager\Products directory on your Symantec product CD. The PMI files
are as follows:

m Symantec AntiVirus Corporate Edition Client.PMI

m  Symantec AntiVirus Corporate Edition Server.PMI
3 Onthe same computer, use any standard text editor to open the

corresponding .wis file for each product for which you want to configure the
out-of-date time.
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Note that the wis file is a hidden file. The wis files are in the following
locations:

Symantec AntiVirus \Documents and Settings\<user_name>

Corporate Edition \Application Data\Symantec\Packager\Products

Client \{OEFC6259-3AD8-4CD2-BC57D4937AF5CCOE}.
<product_version>\Files\BinaryTable\CD_Install_Files
\Setup.wis
where <user_name> is the currently logged in user and
<product_version> is the version number of the product that
you are installing (for example, 8.1.1.349).

Symantec AntiVirus \Documents and Settings\<user_name>

Corporate Edition \Application Data\Symantec\Packager\Products

Server \{7D2B86CA-2D5D-469E-92EDE56B62BD1D3C}.
<product_version>\Files\BinaryTable\CD_Install_Files
\Setup.wis

where <user_name> is the currently logged in user and
<product_version> is the version number of the product that
you are installing (for example, 8.1.1.349).

4  Under the WindowsSecurityCenter section of the file, modify the
WSCAVUPTODATE property with the out-of-date time. In the following
example, the out-of-date time is configured to be 60 days:
WSCAVUPTODATE=60

5 Save the file.

6 Rebuild the product package using Symantec Packager, which creates an .exe
file in the following directory:

Documents and Settings\<user_name>
\My Documents\Packager\Deployment
where <user_name> is the currently logged in user.

7 Install the .exe file.



Modifications for Windows Security Center in Windows XP2
About uninstallation and restoration

Configuring out-of-date time after installation

After installation, to configure the number of days for out-of-date time, use the
Symantec System Center.

To configure out-of-date time after installation

1

In the Symantec System Center console, in the left pane, expand Symantec
System Center > System Hierarchy:.

In the left pane, right-click the server group (the server group must be
unlocked), and then click All Tasks > Symantec Antivirus > Client
Administrator Only Options.

If the prompt for Symantec AntiVirus Management Snap-In appears, click
Yes.

In the Client Administrator Only Options dialog box, under Windows
Security Center, next to Definition of Antivirus up-to-date, type the number
of days, or use the up or down arrow to select the number of days.

The value must be in the range from 1 to 90.

Click OK.

Repeat steps 2 through 5 for each server group for which you want to
configure the number of days for out-of-date time.

About uninstallation and restoration

When a Symantec product is uninstalled, WSC returns to its previous state; that
is, the state before the Symantec product installation. For example, if WSC
antivirus alerts were enabled before the Symantec product installation, the
alerts are re-enabled after the Symantec product uninstallation.
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